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Security

Figure 1 - Layered Security to Defence in Depth
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SOC 2 (Systems and Organizations Controls 2) 
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ISO/IEC 27001
ISO/IEC 27001 is the world's best-known standard that outlines best practices 
for establishing, implementing, maintaining, and continually improving an 
Information Security Management System (ISMS). It provides a systematic 
approach to managing sensitive company and customer information, 
incorporating processes, people, and technology to protect data 
confidentiality, integrity, and availability. By adopting the ISO/IEC 27001 
framework, organizations adhere to a comprehensive set of security controls 
that address risks and ensure ongoing compliance through regular internal 
and external audits.

Domotz is certified under the standard ISO/IEC 27001:2022. Independent 
certification bodies conduct periodic audits and verify Domotz’s adherence to 
the standard, ensuring that best practices are rigorously followed.
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CIS Controls®
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Table 1: Cryptographic Controls
(*) The used ciphers are negotiated with the clients (e.g., client browser).

Recommendation for managing encryption keys. 
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Shared Security Responsibility Model

Figure 2 AWS Shared Security Model
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Incident Recovery

Disaster Recovery

RTO (Recovery Time Objective)

RPO (Recovery Point Objective) 
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Privacy
GDPR Compliance
What is GDPR

Implications of GDPR

Domotz GDPR compliance
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Information that Domotz Collects

Geo-location of the networks

Technical and Diagnostic information from networks and devices

Remote connections audit

employees.

Data Storage Locations



Domotz partners and third-party developers

Domotz Information Security

Your Data, Retention and Deletion

Customer Data



Appendix
How Domotz can improve the security of your networks

Hardware asset inventory
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Monitor the DHCP request rate.






